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Abstract
The dominant market share of Android across the world has

led to significant scrutiny by security researchers. Over the
years, many security issues were identified and remedied not
only in its implementation but also in its design. Interestingly,
academia has not further systematized these design flaws.
This is an important gap, especially as many phone vendors
have recently begun developing their own mobile operating
systems (OSes). While they do not necessarily reuse the code
of Android, they may share much of its design as they often
use Android as a starting point. A prime example is Huawei’s
new OS, OpenHarmony, which has been deployed on over
one billion devices, but its security has not been studied in
academia. We posit that the Design-Level Vulnerabilities in
Android can affect these emerging mobile OSes, leaving their
users at risk.

In this paper, we systematically study Design-Level Vul-
nerabilities in Android and how they affect emerging mobile
OSes. First, we review 116 publications on Android from in-
dustry and academia, and we extract 56 unique vulnerabilities
reported in Android’s design. For each, we identify a reusable
auditing methodology to enable testing of emerging mobile
OSes. In a second step, we apply our auditing methodolo-
gies to OpenHarmony and demonstrate that OpenHarmony
is vulnerable to 24 of the vulnerabilities, including ones that
compromise user privacy, enable stealthy privilege escalation,
and undermine overall system reliability.

1 Introduction

With more than 3 billion active devices and a worldwide
market share of 72%, Android dominates the global market of
mobile operating systems (OSes) [13]. It is a successful open-
source project that attracts numerous mobile manufacturers
who have adopted it for their devices. Over time, these vendors
customized more and more components for their business
purposes, thus fragmenting the Android ecosystem [11]—a
well-studied phenomenon [74, 85, 127, 137, 179, 193, 199].

Recently, this fragmentation has evolved to a new stage. In
2019, due to various geopolitical, technological, and commer-
cial factors, some Android vendors began to supersede their
customizations of Android with implementations of their own
mobile OSes. Many of these OSes are initially still based on
Android: for example, Huawei’s HarmonyOS up to version 4
was based on Android, but the developers had gradually re-
placed Android components with their own. Importantly, this
gradual, Ship of Theseus-style replacement implies a similar
design to maintain compatibility with the yet-untranslated An-
droid components. As one illustration, an Intent is an object
used in Android’s Inter-Component Communication (ICC),
such as launching an Activity from one app to another. Har-
monyOS features Wants, which are ICC objects with very
similar functionalities [133].

Huawei’s efforts culminated in 2024 with the release of
HarmonyOS NEXT, which no longer contains any Android
code and no longer supports Android apps [82]. Despite being
a new OS, HarmonyOS has already surpassed Apple’s iOS
to become the second best-selling mobile OS in China [81]
and is deployed on over 1 billion devices [83]. Other An-
droid vendors are following suit and developing their own
OSes [166, 175], similarly starting from Android.

Surprisingly, the traction and rising popularity of these
emerging OSes are not reflected in security research, with
few researchers in academia or beyond paying attention to
analyzing their privacy or security. Seeking to address this
gap, we make the insight that the similar designs of emerg-
ing mobile OSes (such as HarmonyOS) to Android leave
them at risk of similar design flaws to those found in Android
by past research, regardless of implementation details. For
example, in the HarmonyOS Want mechanism, we discov-
ered the same implicit Intent hijacking vulnerability that had
previously appeared in Android [92], despite the implementa-
tions differing. While this has been fixed in Android’s design
and implementation, the fix never made it to HarmonyOS.
Thus, we hypothesize that other historical design-level flaws
in Android may similarly exist in emerging mobile OSes, and
potentially remain even when discovered and fixed in An-



droid. This makes them particularly dangerous, as attackers
familiar with Android may already know these vulnerabilities
and be well-prepared to exploit them.

To test this hypothesis, we first systematize Design-Level
Vulnerabilities (DLVs) found in Android security literature
into an actionable Systematized Auditing Model and then eval-
uate OpenHarmony, the open-source version of HarmonyOS,
currently the only completed mobile OS reimplementation,
against this model. We build the Systematized Auditing
Model by conducting a thorough literature review of 450
Android security publications from computer security venues.
While we primarily focus on papers published at top-tier sys-
tem security venues, namely IEEE S&P, USENIX Security,
ACM CCS, and ISOC NDSS, between 2010 and 2024, we also
include Black Hat Briefings on Android security at Black Hat
USA, Black Hat Europe, and Black Hat Asia between 2015
and 2024. For each of the 116 publications on Design-Level
Vulnerabilities, we (i) extract the DLVs, (ii) analyze the root
causes of the DLVs, and (iii) examine how Android mitigated
the DLVs. For each DLV, we create an auditing method and
a Proof-of-Concept (PoC) to verify whether it is fixed in prac-
tice. Overall, our systematization identifies 56 DLVs in the
literature, 52 of which have been fixed in Android as of 2025.

In a second step, we apply our Systematized Auditing
Model to OpenHarmony. Our work is the first to study the
security of OpenHarmony. We find that 46 of the 56 DLVs
are applicable to OpenHarmony, meaning analogous design
or functionality exists in OpenHarmony. We create PoCs for
these 46 DLVs and observe that OpenHarmony is vulnerable
to 24. It is noteworthy that 43 of 46 DLVs have already been
fixed in Android, while OpenHarmony remains vulnerable
to many. The vulnerabilities we find in OpenHarmony pose
serious security implications, including leaking sensitive sys-
tem information, side-channel attacks to retrieve credentials,
malicious Bluetooth manipulation, bypassing the permission
control model, and provoking system-wide DoS. We respon-
sibly disclosed all findings to OpenHarmony, who confirmed
six before the submission of this paper (with the others under
review) and awarded bug bounties of 25,000 CNY.
Contributions. Our key contributions are:

• We perform a systematic literature review of 116 publi-
cations on Android Design-Level Vulnerabilities (DLVs)
and systematize 56 DLVs.

• We apply the systematized knowledge and conduct the
first security study of OpenHarmony. We implement
PoC apps to empirically test the existence of each DLV
in OpenHarmony.

• Our analysis discovers 24 DLVs in OpenHarmony that
pose serious security implications, such as cracking cre-
dentials or bypassing permission control, demonstrating
that Android DLVs can translate to emerging mobile
OSes with similar designs.

2 Study Scope

This paper focuses on Design-Level Vulnerabilities (DLVs),
which stem from flaws in the intended logic of a complex
system instead of mistakes in programming or configuration.
In other words, a system containing DLVs behaves exactly
as designed, but the design itself enables insecure or unin-
tended behaviors. A representative example of a DLV can
be found in Android’s implicit Intent. Intents enable ICC
between apps, and when declared as implicit, the system dy-
namically selects a receiver by matching Intent filters [12].
While this design enables flexible and decoupled communica-
tion among apps, it also introduces a security risk: Any app
that registers a matching Intent filter can intercept or spoof
communication [92]. As a result, sensitive data or actions may
be inadvertently directed to malicious components. This flaw
is not due to implementation errors but stems from the inse-
cure logic underlying the Intent resolution design. Common
testing techniques, for example, fuzzing or static analysis,
are ill-equipped to identify such flaws that require a deeper
understanding of the system’s design semantics. Crucially,
any reimplementation of this flawed design may likewise be
affected; this does not hold for implementation bugs, which
may or may not happen again after reimplementation.

There are two corner cases we consider to better capture
vulnerabilities with real-world security impact: First, we also
include app-level implementation issues if the OS can provide
system-level mitigations to prevent them at scale. And second,
we deviate from Android’s threat model [119] for covert chan-
nel issues. Android does not consider them security-relevant,
but we believe they are worthwhile to consider, as top-tier
publications document their real-world security impact.

3 Systematization Methodology

To identify and systematize DLVs in Android, we conduct a
comprehensive literature analysis. We focus on top-tier sys-
tem security publications because they (i) capture the most
impactful issues, (ii) are scientifically rigorous, and (iii) pro-
vide threat models, generalizable root-cause analysis, and
attack processes to replicate on OpenHarmony and synthesize
auditing methodologies.

Publication selection. We examine all papers mentioning
“Android” in their title or abstract that have been published in
top-tier system security conference proceedings1 (IEEE S&P,
USENIX Security, ACM CCS, and ISOC NDSS) between
2010 and 2024. This leads to 450 candidate papers in total
that are related to Android. In a second step, we manually
analyze each paper and retain it only if it focuses on Android
DLVs. We exclude papers that focus on the security of apps,
propose a new defense or mitigation (without introducing an
attack), or focus on Android malware. Additionally, we do not

1ACM CCS proceedings include posters, which we include for completeness.



consider a paper if it focuses on implementation bugs such as
memory corruption on Android. After our analysis, we obtain
102 papers introducing DLVs.

We additionally include Black Hat Briefings (Black Hat
USA, Black Hat Europe, and Black Hat Asia) on Android
security between 2015 and 2024 to capture notable industry
research with substantial technical depth. We follow the same
criteria to select relevant briefings and obtain a total of 14 for
further analysis, leaving us with a total of 116 publications
that we study in depth. Table 6 in Appendix A provides a
breakdown of these publications.

Publication analysis. For each of the 116 publications, we
extract the described DLVs and, if available, their exploitation
methodology. We then identify and summarize the root causes
of the DLVs and synthesize an auditing methodology. This
is to keep the auditing methodology Android-independent,
such that it can also be used to verify whether these DLVs
exist in emerging mobile OSes. Next, we research the DLV to
understand if and how it has been mitigated. As Android may
have introduced mitigations after the papers were published,
we also examine Android Security Bulletins [9], which list
CVEs and fixing commits, to investigate the corresponding
mitigations. In a last step, we empirically audit Android to
assess the mitigation (or its absence) in practice, where we:
(i) identify its related functionalities and components by refer-
ring to Android’s documentation, (ii) generate a PoC app that
implements the DLV, and (iii) test the vulnerability on an up-
to-date Pixel 7a phone with Android 15 installed. For DLVs
involving multiple components, our auditing method covers
all applicable components and instances. Based on the results
of our empirical verification, we denote whether Android is
not vulnerable, partially vulnerable, or fully vulnerable to a
DLV. Partially vulnerable indicates that the OS still exposes
the design-level attack surface, but existing mitigations block
some exploitation scenarios or reduce the impact. For exam-
ple, Android’s mitigation of DLV#45 only covered critical
processes, leaving it partially vulnerable.

4 Systematized Auditing Model

After conducting literature analysis, we identify 56 DLVs, de-
tailed in Table 1. We categorize the DLVs following Common
Weakness Enumeration (CWE) [49], a hierarchical taxonomy
of common software and hardware weaknesses with potential
security implications. As Table 1 shows, our taxonomy covers
five root CWEs and 12 child CWEs. We mark the child CWEs
as N/A if they are unavailable. Table 1 also illustrates the se-
curity properties violated by each DLV, which correspond
to Confidentiality, Integrity, and Availability (CIA). In the
following, we discuss in italics how to audit a mobile OS on
a per-DLV basis, the security implications, and how Android
mitigated the DLV (if at all).

4.1 CWE-284: Improper Access Control

CWE-284 describes that a system fails to properly restrict
access to a resource from an unauthorized actor [54]. Under
this category, we group 36 DLVs into 8 child CWEs.

CWE-269: Improper Privilege Management

This CWE indicates a failure to correctly assign, update, or
enforce privileges, thereby granting an actor an unintended
sphere of control [53].

Audit-DLV#1 ( C ): Third-party apps shall not invoke APIs
whose outputs contain sensitive data. In Android, malicious
apps inferred the runtime state of other apps by exploiting
vulnerable Android APIs in the GUI framework [140]. For ex-
ample, an app could repeatedly invoke getUidStats() with
another app’s UID and observe changes in traffic counters,
inferring when the victim app is active.
Mitigation: Android restricted app access to sensitive APIs.
Vulnerable methods such as getUidStats() and isApp-
Foreground() were limited to system apps.

Audit-DLV#2 ( C ): Untrusted JS code in web interfaces
shall not invoke sensitive native functions. Android allowed
JS code inside a WebView to interact with native Android
Java methods [96]. Malicious JS code could execute sensi-
tive operations, such as sending an SMS or reading contacts,
by exploiting how the addJavascriptInterface() method
binds Java objects to JS in a WebView [167, 181].
Mitigation: Android introduced JavaScriptSandbox to isolate
untrusted JS and limit access to system APIs [98].

Audit-DLV#3–#7 ( C ): Third-party apps shall not access non-
resettable device IDs or the device’s phone number and shall
not obtain precise location, contacts, or SMS without user
consent. The lack of protection for sensitive information al-
lowed apps to stealthily obtain and transmit privacy-infringing
data to their servers, even if their core functionality did not
require such data [121, 158, 184].
Mitigation: Since Android 10, only system apps can access
non-resettable device IDs and must declare a special per-
mission if doing so [143]. Stricter permission controls, such
as runtime permission prompts, now restrict apps’ access to
device phone number, contacts, and SMS. Android 11 intro-
duced one-time permissions (for location information, micro-
phone, and camera), addressing concerns regarding persistent
access [135]. Android also started resetting permissions for
apps not used for a while [20].

Design principle #1: A mobile OS should explicitly spec-
ify and enforce privilege boundaries for interfaces and data-
access capabilities to prevent untrusted actors from gaining
unintended control, such as inferring system state or accessing
sensitive operations, identifiers, and personal data.



Table 1: Summary of Design-Level Vulnerabilities (DLVs) from analyzed papers by CWE. We indicate whether Android 15 and
OpenHarmony 4.1/5.1 are vulnerable to this DLV, which property ( C onfidentiality, I ntegrity, or A vailability) is violated, and
Android’s Mitigation Time (Android version that fixed the DLV, if known).
# Not vulnerable; G# Partially vulnerable;  Fully vulnerable; – DLV not applicable to OpenHarmony; Differences between
the OSes are color-coded: Orange indicates that OpenHarmony is more exposed to a DLV than Android, blue the opposite.

CWE Property
Root Child ID Description of the DLV Ad OH C I A AMT

1 Vulnerable APIs can be exploited for state inference attacks [140] # G# ✗ 10
2 JS interfaces in WebView can invoke sensitive system functions [167, 181] #  ✗
3 Third-party apps can access non-resettable device IDs [121, 143, 158, 184] #  ✗ 10
4 Third-party apps can access device’s phone number [184] # # ✗ 6
5 Third-party apps can access fine location with install-time permission [184] # G# ✗ 11
6 Third-party apps can access contacts without user consent [184] # # ✗ 6

CWE-269: Improper
Privilege Management

7 Third-party apps can access SMS without user consent [184] # # ✗ 6
8 Custom Tab component has critical security flaws such as cross-context state sharing [23] # – ✗
9 Exploiting autofill flaws for phishing attacks [17, 25] # – ✗

CWE-346: Origin
Validation Error 10 Deep Links allow malicious apps to hijack sensitive URLs [109, 111, 169] # # ✗ 12

11 Unix Domain Sockets can be misused due to weak security mechanisms [41, 157] # # ✗ ✗ 9
12 Exploiting DICI mechanism for cache side-channel attacks [110]  – ✗
13 Content provider lacks access control [28, 104, 201] # G# ✗

CWE-923: Improper
Restriction of

Communication Channel
to Intended Endpoints 14 Malicious apps can hijack unprotected components [191, 201] # # ✗ 4

15 Apps can leak sensitive data by sending unprotected broadcasts [76] # # ✗
16 Implicit Intent hijacking [92, 102] #  ✗ 11
17 Insecure Intents can be exploited to control camera app [34] # # ✗ ✗
18 Implicit PendingIntents can be hijacked for multiple attacks [32] # – ✗
19 System broadcasts lack access control, leaking sensitive information [194] #  ✗ 12

CWE-300: Channel
Accessible by
Non-Endpoint

20 System apps’ broadcasts are not protected [33] # # ✗ 9
21 Improper SSL/TLS validation leads to MITM vulnerabilities [159] # # ✗ ✗ 7CWE-295: Improper

Certificate Validation 22 Apps trust any certificate by any trusted Certificate Authority [77, 134, 138] #  1 ✗ ✗ 7
23 Apps can exploit motion sensors to perform side-channel attacks [68, 118, 122, 128] #  ✗ 12
24 Apps can covertly access microphone in the background [197] #  ✗ 12
25 Third-party apps can stealthily pair Bluetooth devices [177] #  ✗ ✗ 10
26 Third-party apps can stealthily disconnect Bluetooth devices [129] #  ✗ 9
27 Third-party apps can stealthily manipulate Bluetooth scan mode [29] #  ✗ 12

CWE-1256: Improper
Restriction of

Software Interfaces
to Hardware Features

28 External Bluetooth devices can stealthily connect to the host device [31] #  ✗ ✗ 10
29 Apps can exploit system files to bypass permissions and access sensitive data [148, 198] # G# ✗ 12
30 Apps can read packet counters to crack sequence number [145] #  ✗ ✗ 10
31 Apps can read files in /proc to infer secrets [93, 198] # G# ✗ 10
32 Apps can read interruption data for inference attacks [69] # # ✗ 10

CWE-552: Files or
Directories Accessible

to External Parties
33 Apps can read power data for location tracking [123] #  ✗ 9
34 Apps can trigger system crashes and reboots by exploiting unprotected components [156] #  ✗
35 Apps can exploit unprotected data storing operations to DoS system services [189] # # ✗
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CWE-749: Exposed
Dangerous Method

or Function 36 Apps can exploit synchronous callbacks to freeze and DoS system services [168] # # ✗ 6
37 Malware can abuse accessibility services to observe and control GUI [78, 89, 94, 178] # # ✗ ✗ 13
38 Exploiting overlay for clickjacking [139] # – ✗
39 Exploiting overlay for PHYjacking attacks [170] # – ✗
40 Exploiting overlay for GUI confusion attacks [37, 38] # – ✗
41 Exploiting overlay for phishing attacks [196] # – ✗
42 Apps can launch Activity from the background to hijack UI [44, 163] # G# ✗ 10
43 Picture-in-picture (PiP) can be exploited for UI hijacking attacks [27] # # ✗ 11
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CWE-451: UI Mis-
representation of

Critical Information

44 UI task stack flaws lead to task hijacking [149] # – ✗
45 App process creation weakens ASLR by sharing memory layouts across processes [100] G# G# ✗ 7CWE-10382 N/A 46 Apps can exploit shared memory side channels to infer UI states [44] # # ✗ 6

N/A 47 System does not clean up data residues from uninstalled apps [192] # # ✗ 6
48 Apps can leak sensitive data to device logs, which other apps can access [76] # # ✗ 4
49 System apps can silently access global device logs [116] #  ✗ 13
50 Apps can access and modify other apps’ data in external storage [76] # # ✗ ✗ 10

CWE-921: Storage of
Sensitive Data in a
Mechanism without

Access Control 51 Race conditions in external storage [72] # – ✗
52 Apps can covertly store identifiers in media files by appending bytes to images [71]  # ✗
53 Apps can exploit volume and vibration settings to stealthily transmit sensitive data [152]  # ✗
54 Apps can covertly send data to servers by launching other apps using ICC objects [172]   ✗C
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CWE-514: Covert Channel3

55 Servers can covertly send commands to apps through timing-based network channels [172] # # ✗ 9
CWE-3114 CWE-3195 56 Apps use insecure HTTP cleartext network communication [86, 134, 138] G#  ✗ ✗ 9

1: fixed in OpenHarmony 5.1 2: CWE-1038: Insecure Automated Optimizations 3: Covert channels are not within Android’s threat model
4: CWE-311: Missing Encryption of Sensitive Data 5: CWE-319: Cleartext Transmission of Sensitive Information



CWE-346: Origin Validation Error

CWE-346 encompasses situations where a component accepts
data or requests without correctly verifying that they originate
from an authorized source [59].
Audit-DLV#8 ( C ): Custom Tabs shall not share browser
state with the host apps or expose detailed navigation call-
backs. Malicious apps leaked sensitive data, bypassed Same-
Site cookies, and injected HTTP headers in the cross-context
between apps and web environments [23].
Mitigation: Android now sanitizes HTTP header values, pre-
vents SameSite=Strict cookies from being sent in Custom
Tabs, and disables scroll callbacks in sensitive contexts.
Audit-DLV#9 ( C ): Autofill framework [8] must have secure
target validation. An insecure target validation allowed at-
tackers to trick password managers into autofilling credentials
into malicious apps and embedded WebViews [17, 25].
Mitigation: Android integrated Digital Asset Links–based
domain verification into the autofill framework to return cre-
dentials only for verified request origins.
Audit-DLV#10 ( I ): Deep links must be protected through
strict origin-based verification. Deep links redirect users di-
rectly into apps from links they tap [10]. Insufficient ver-
ification allowed malicious apps to register for and hijack
legitimate deep links [109, 111, 169].
Mitigation: Android introduced the verification of App
Links [7], which requires apps to prove domain ownership
via Digital Asset Links (DAL) before automatically handling
corresponding URLs.

Design principle #2: A mobile OS should validate cross-app
and cross-web origins to ensure actions and data are bound
to verified, intended sources, and to prevent attackers from
impersonating legitimate sources.

CWE-923: Improper Restriction of Communication
Channel to Intended Endpoints

CWE-923 concerns cases where a privileged communication
channel is established without ensuring the peer endpoint is
the intended one [66].
Audit-DLV#11 ( C + I ): Kernel-level and framework-level
IPC mechanisms must have consistent security control. Un-
privileged apps could exploit kernel-level channels, such as
unprotected Unix Domain Sockets, to bypass the Android
permission model and communicate directly with privileged
daemons or other apps, leading to privilege escalation, data
leaks, and covert app collusion [41, 157].
Mitigation: Android integrated SELinux to enforce manda-
tory access control over socket creation and communication,
restricting third-party apps from accessing specific sockets.
Audit-DLV#12 ( C ): Third-party apps shall not map another
app’s code into their own memory space. Attackers could per-
form fine-grained cache-based side-channel attacks without

any permissions by abusing the Dynamic Inter-App Com-
ponent Invocation (DICI) feature [110]. The insecure DICI
mechanism enabled apps to dynamically load and execute
other apps’ code contexts (DEX, ODEX, and native libraries)
into their own memory space using the createPackageCon-
text() API. Even when the invocation fails, Android still
loads the target app’s code into the attacker’s address space.
Mitigation: Android acknowledged the issue in 2024 but
planned to patch it only in future releases.

Audit-DLV#13 ( C ): Inter-app data sharing mechanisms
must have sufficient validation and access control. Using
a content provider, an Android app can allow another app
to access its own data through a Content URI, for example,
content://provider_authority/path [46]. Insufficient
access control allowed malicious apps to read sensitive pri-
vate data (content leaks) or modify internal app databases and
settings (content pollution) [28, 201]. Misconfigurations of
content providers also exposed sensitive data, including user
settings and personal information [104].
Mitigation: Android introduced custom permissions that app
developers can define and specify protection levels, and only
apps that declare the corresponding custom permissions can
access the app’s content providers.

Audit-DLV#14 ( I ): Components in apps must be protected
by default and should not accept external Intents without ver-
ifying their origin. Exported components—such as Activities
and Services in benign apps—were exploitable by malicious
apps to perform unauthorized operations, including data exfil-
tration or privilege escalation [191, 201].
Mitigation: Android changed the default android:exported
flag in components to false in Android 4, enforcing that app
developers explicitly declare exported components.

CWE-300: Channel Accessible by Non-Endpoint

CWE-300 characterizes that an attacker who is not one of the
intended endpoints can still interfere with the channel [56].

Audit-DLV#15 ( C ): Broadcast Intents with sensitive data
must be protected. Apps leaked sensitive data (e.g., location
and identifiers) by sending unprotected broadcast Intents, al-
lowing any other app on the device to receive the data via inter-
process communication (IPC) without any permissions [76].
Mitigation: Android introduced protected broadcasts to re-
strict system-level broadcasts from being intercepted and re-
quires apps to declare custom permissions for them.

Audit-DLV#16 ( I ): Third-party apps shall not hijack im-
plicit Intents with critical Intent actions. Unlike explicit In-
tents, which launch a particular component, implicit Intents
just signal an action to be performed—any app can register
to handle such Intents [12]. In Android, this allowed a ma-
licious app to declare an action with a higher priority, e.g.,
android:priority="1000", to hijack implicit Intents from
other apps and perform malicious operations [92, 102].



Mitigation: Android mitigated this issue by restricting some
critical Intent actions. Since Android 11, only pre-installed
system camera apps can declare camera actions [125].

Audit-DLV#17 ( C + I ): Third-party apps shall not trigger
critical components in system apps without user consent. Ma-
licious apps could silently take photos, record videos, and
access location data without requesting camera or storage per-
missions, by exploiting exported activities and implicit Intent
actions [34].
Mitigation: Android revoked implicit exposure of exported
camera components and enforced explicit Intent whitelisting
and permission validation before camera actions.

Audit-DLV#18 ( I ): Third-party apps shall not modify criti-
cal data in PendingIntents (tokens allowing other apps to per-
form an action [15]). In Android, system apps (e.g., Settings,
SystemUI, and Bluetooth) unintentionally exposed mutable
PendingIntents with empty or implicit base Intents [32]. At-
tackers could retrieve these PendingIntents and modify their
internal data to execute arbitrary actions.
Mitigation: Android 12 required developers to explicitly de-
clare the mutability of every PendingIntent.

Audit-DLV#19 ( C ): Sensitive system broadcasts must specify
recipients or enforce required permissions on receivers. In
Android, system broadcasts lacked permission checks, leaking
sensitive data (such as network information) to unauthorized
apps without requiring any permissions [194].
Mitigation: Android required apps to declare specific permis-
sions to receive such sensitive broadcasts.

Audit-DLV#20 ( C ): All system apps must be able to declare
protected broadcast actions. Third-party apps could freely
send spoofed system broadcasts, leading to privilege esca-
lation and command execution with system privileges [33].
Due to a flaw in PackageManagerService, system apps out-
side privileged directories lost protection for their declared
protected broadcasts.
Mitigation: Android modified PackageManagerService to ex-
plicitly clear all protected broadcast declarations for any non-
system or non-privileged app, ensuring that only privileged
system apps can register or send protected broadcasts.

Design principle #3: Recurring lessons (10 DLVs) indicate
that maintaining communication channel integrity is a major
challenge in Android, especially in various IPC mechanisms.
Endpoint restriction and integrity protection must be enforced
to prevent attackers from infiltrating these channels.

CWE-295: Improper Certificate Validation

CWE-295 concerns cases where a system accepts a certificate
without performing correct validation, thereby undermining
authentication of the remote party [55].

Audit-DLV#21 ( C + I ): Apps must implement secure SS-
L/TLS certificate validation. Insecure SSL/TLS certificate

validation led to man-in-the-middle (MITM) attacks [159].
Developers often implemented custom SSL validation instead
of using Android’s, which led to mistakenly accepting all
certificates or self-signed certificates without proper checks.
Mitigation: Android strengthened SSL enforcement, such as
introducing the certificate pinning APIs and the Network
Security Configuration feature, which allows developers to
securely configure certificate validation in XML.

Audit-DLV#22 ( C + I ): Apps shall not trust any valid cer-
tificate issued by any trusted Certificate Authority (CA). An-
droid apps trusted any certificate without verifying the do-
main name linked with the certificate, risking MITM at-
tacks [77, 134, 138].
Mitigation: Android introduced the Network Security Config-
uration file and certificate pinning [131]. The former allows
apps to customize network security settings globally in a
declarative configuration file, and the latter restricts an app to
accepting certain certificates.

Design principle #4: Relying on apps to use homegrown
certificate validation leads to insecure implementations. A
mobile OS should offer secure primitives, such as declarative
validation [131], to prevent improper certificate validation.

CWE-1256: Improper Restriction of Software Interfaces
to Hardware Features

CWE-1256 arises when software-accessible hardware con-
trols are insufficiently constrained, allowing untrusted parties
to abuse hardware state or physical side channels [51].

Audit-DLV#23 ( C ): Third-party apps shall not access mo-
tion sensors [126] at a high rate without permissions or user
consent. Attackers could exploit sensitive motion sensors for
multiple side-channel attacks. Accelerometer and gyroscope
data sampled at 50–100 Hz could recover 4-digit PINs at a
success rate up to 80% [120]. Gyroscopes sampled at 200
Hz can capture low-frequency components of speech [122].
An accelerometer could be exploited to eavesdrop on nearby
keyboard input [118]. An app running on a phone placed
close to a keyboard could capture subtle vibrations caused by
keypresses and infer the typed text. Without GPS, Wi-Fi, or
cellular data access, an app could still accurately infer a user’s
driving routes and locations using motion sensors [128]. In
addition, ads embedded in apps could also access motion sen-
sors through WebView and launch side-channel attacks [68].
Mitigation: Android 12 limits how often an app can access
motion sensor data [154]. If an app uses the SensorDi-
rectChannel class, Android limits the sensor sampling rate
to RATE_NORMAL (usually about 50 Hz). If an app needs to
access motion sensor data at a higher rate, it must obtain the
HIGH_SAMPLING_RATE_SENSORS permission. When the user
turns off microphone access in Android using device toggles,
the motion sensors are always rate-limited.



Audit-DLV#24 ( C ): Third-party apps shall not access the mi-
crophone in the background without user consent. Malicious
apps abused the microphone to perform acoustic side-channel
attacks, for example, via emitting inaudible sound and using
the microphone to capture acoustic reflections from a user’s
fingertip, enabling reconstruction of pattern locks [197].
Mitigation: Android 12 introduced privacy indicators, which
indicate when apps access the microphone or camera [91].
Android also mandates that any apps needing background
microphone access must register a foreground service that
only the user can start. Background apps cannot access the
microphone without user interaction [21].

Audit-DLV#25 ( C + I ): Third-party apps shall not covertly
pair Bluetooth devices without user consent. Prior to Android
10, malicious apps could covertly pair Bluetooth peripher-
als without user interaction. This vulnerability (CVE-2019-
2225 [47]) also allowed attackers to pair a benign device and
switch to a malicious profile (e.g., Human Interface Device)
to inject keyboard input [177].
Mitigation: Android displays a pop-up dialog and asks for
users’ consent when apps try to pair Bluetooth devices.

Audit-DLV#26 ( I ): Third-party apps shall not disconnect
a paired Bluetooth device without user consent. Prior to An-
droid 9, malicious apps could covertly hijack existing Blue-
tooth connections by disconnecting a paired Bluetooth device
and then pairing to a malicious device [129].
Mitigation: Android deprecated the APIs that allowed apps
to disconnect or unpair a Bluetooth device [70].

Audit-DLV#27 ( I ): Third-party apps shall not manipulate
Bluetooth scan mode without user consent. Bluetooth scan
mode determines if the device can be discovered and con-
nected to by another device. In Android, insufficient permis-
sion enforcement allowed apps to change the Bluetooth scan
mode, e.g., to discoverable and connectable mode without
user consent [29].
Mitigation: This vulnerability (CVE-2022-20126 [48]) was
mitigated in Android 12 by restricting access to these func-
tions using the BLUETOOTH_PRIVILEGED permission, avail-
able only to system apps. As of Android 15, related APIs
have been removed entirely, fully blocking app access.

Audit-DLV#28 ( C + I ): External Bluetooth devices shall not
connect to the phone without user consent. Due to Android’s
flawed handling of Bluetooth pairing and profile authoriza-
tion under the Just Works mode, external Bluetooth devices
could bypass Android’s user consent dialog by changing their
capability to NoInputNoOutput [31]. When Bluetooth de-
vices with NoInputNoOutput capability connect, Android
falls back to Just Works mode, skipping user consent di-
alogs and forming temporary bonds without authentication.
This allowed the device to pair and connect without user in-
teraction, enabling attacks like accessing the phonebook or
controlling calls.

Mitigation: Android enforced a user consent dialog for con-
nection requests from all types of Bluetooth devices, including
NoInputNoOutput devices.

Design principle #5: A mobile OS must properly restrict
high-fidelity hardware interfaces (e.g., microphone and mo-
tion sensors), because unrestricted access to them turns into
powerful attack surfaces.

CWE-552: Files/Directories Accessible to External Parties

CWE-552 concerns cases where files or directories that should
be restricted become accessible to unauthorized actors [62].

Audit-DLV#29–#32 ( C , I ): Third-party apps shall not ac-
cess system files with sensitive information in /proc, such as
router MAC address, TCP packet counters, processes’ statis-
tics, and interrupt counts. In Android, such system files al-
lowed apps to infer sensitive user information [148, 198]. For
example, apps can read /proc/net/arp to obtain the router
MAC address to infer the user’s geolocation. Android TCP
packet counters were exposed through /proc/net/netstat
and could be read by any app. This allows attackers to infer
sequence numbers of active connections and, thus, enables
fast off-path TCP injection and hijacking attacks [145]. An un-
privileged app could also infer sensitive information, such as
visited websites or keystroke timings, by monitoring changes
in other processes’ memory footprints and CPU scheduling
statistics through /proc [93, 198]. In addition, an interrupt
timing side-channel was discovered to allow apps to infer sen-
sitive user information [69]. Android’s kernel logs interrupt
counts for hardware devices (touchscreen, display, etc.) in
/proc/interrupts. By monitoring it, attackers could infer a
user’s unlock pattern by analyzing touchscreen interrupt tim-
ing and identifying the foreground app by analyzing display
refresh interrupts.
Mitigation: Android hardened app access to system files in
/proc. Android 10 restricted apps’ access to /proc/net/
[144]. Android also restricted visibility of other apps’ /proc/
<pid> entries, enforcing "same-UID only" access, and re-
stricted app access to /proc/interrupts.

Audit-DLV#33 ( C ): Third-party apps shall not access system
files with power consumption statistics. Unprivileged apps
could access such files to track a user’s location by analyzing
the device’s aggregate power consumption, even without GPS
or location permissions [123].
Mitigation: Android removed access to /sys power files for
third-party apps.

Design principle #6: Beyond enforcing app permissions at
the system API level, a mobile OS should carefully restrict
apps’ access to file systems such as /proc and /sys. Failing
to do so enables attackers to bypass the intended permission
model.



CWE-749: Exposed Dangerous Method or Function

CWE-749 captures interfaces that expose inherently danger-
ous functionality without sufficient restriction [64].

Audit-DLV#34 ( A ): Third-party apps shall not trigger sys-
tem crashes or soft reboots through unprotected components.
Android system components exposed unprotected or incon-
sistently protected interfaces that allowed third-party apps to
trigger system crashes and soft reboots, leading to system-
level DoS attacks [156].
Mitigation: Android added and aligned missing permission
and UID checks in those unprotected components.

Audit-DLV#35 ( A ): Data-storing operations in system ser-
vices must be protected against DoS attacks. Apps could
exploit unprotected data-storing operations within system ser-
vices to exhaust memory and trigger temporary or permanent
Denial-of-Service (DoS) [189].
Mitigation: Android added memory size checks and limited
the number of stored objects per app.

Audit-DLV#36 ( A ): System services shall not use syn-
chronous callbacks to apps without isolation or timeout
checks. Synchronous callbacks between privileged system
services and untrusted apps led to DoS attacks [168] when
these apps never returned or threw exceptions.
Mitigation: Android replaced synchronous callbacks with an
asynchronous mechanism with timeout protection.

Design principle #7: A mobile OS should avoid exposing dan-
gerous system interfaces—especially crash-prone or resource-
amplifying operations—to untrusted actors, to prevent system-
level denial-of-service.

4.2 CWE-221: Information Loss or Omission

CWE-221 refers to a lack of security-relevant information
that leads to incorrect decisions or hampers later analysis [52].
Under this root CWE, we group 8 DLVs into 1 child CWE.

CWE-451: User Interface (UI) Misrepresentation of Criti-
cal Information

CWE-451 concerns situations where the UI presents security-
relevant information in a misleading way, making it possible
to hide or impersonate the original content [60].

Audit-DLV#37 ( C + I ): Third-party apps shall not utilize
accessibility features to observe and manipulate confidential
GUI interactions without sufficient user awareness. Malicious
apps used accessibility features to observe and control the
GUI, breaking the app sandbox isolation [78, 89, 94, 178].
Mitigation: Android required explicit user consent for acces-
sibility services on a per-app basis. This is complemented by
additional warnings about the risk and by disabling accessi-
bility features for apps installed from untrusted sources.

Audit-DLV#38–#41 ( C , I ): Third-party apps shall not draw
overlays without user awareness. In Android, an overlay is
an extra layer that sits on top of a View [14], which can be
used by apps to display messages or alerts. This was exploited
by malicious apps to perform clickjacking [139], PHYjack-
ing [170], GUI confusion [37,38], and phishing attacks [196].
Mitigation: To prevent non-system apps from draw-
ing overlays on top of critical windows that han-
dle sensitive operations, Android introduced the flag
HIDE_NON_SYSTEM_OVERLAY_WINDOWS (HNSOW).

Audit-DLV#42 ( I ): Third-party apps shall not launch Activ-
ities in the background. Malicious apps used phishing attacks
to hijack UIs by covertly launching their activities [44, 163].
Mitigation: Android prohibited all apps, including system
apps, from launching Activities in the background [22].

Audit-DLV#43 ( I ): Picture-in-picture (PiP) windows must
enforce boundary checks, and apps shall not create tiny PiP
windows. Malicious apps could start tiny PiPs that were barely
visible to keep themselves in the foreground, enabling Activity
injection attacks even though launching activities from the
background was removed [27].
Mitigation: Android enforced stricter PiP boundary checks to
disallow background PiP transitions.

Audit-DLV#44 ( I ): Activities from different apps shall not
co-exist in the same UI task stack, such that apps can inject
their own Activities into another app’s task stack. In Android,
this led to task hijacking vulnerabilities, enabling UI spoofing
without special permissions [149].
Mitigation: Android restricted cross-task activity behaviors
to isolate app tasks and mitigate task hijacking attacks.

Design principle #8: A mobile OS must prevent attackers
from abusing UI features, such as accessibility, overlay, or PiP
functionality, to impersonate trusted surfaces and actions to
compromise UI integrity.

4.3 CWE-1038: Insecure Automated Optimiza-
tions

CWE-1038 refers to situations where system optimizations
introduce side effects that break intended security assump-
tions [50]. We categorize 2 DLVs under this root CWE.

Audit-DLV#45 ( I ): The app process creation mechanism
shall not cause apps to share identical memory layouts. In An-
droid, Zygote—Android’s app process creation model, where
all apps are launched by forking from a single parent process—
caused all apps and services to share identical memory layouts
and weakened ASLR [100, 205].
Mitigation: Android now separately creates critical processes,
e.g., Media Server, partly mitigating this threat. However, it
still forks other processes from the same parent.



Audit-DLV#46 ( C ): Third-party apps shall not access shared
memory in the GUI framework. Malicious apps inferred the
runtime state of other apps via shared memory [44].
Mitigation: Apps can no longer access shared-memory files.

Design principle #9: Optimizations often create new shar-
ing and determinism, which turns per-app uncertainty into
system-wide predictability. A mobile OS should secure such
optimizations by preserving per-process diversity and prevent-
ing cross-app observability.

4.4 CWE-664: Improper Control of a Re-
source Through its Lifetime

CWE-664 describes scenarios where a system incorrectly
maintains control over a resource throughout its lifetime of
creation, use, and release [63]. We categorize 1 DLV under
this root CWE and 8 DLVs under its 2 child CWEs.

Audit-DLV#47 ( C ): App data must be cleaned up completely
after uninstallation. Residual app data, for example, in the
AccountManager, allowed newly installed apps to steal cre-
dentials, gain privileges, or access private data [192].
Mitigation: Android enforced proper data cleanup and unique
app identifiers to prevent residual data reuse after app removal.

CWE-921: Storage of Sensitive Data in a Mechanism with-
out Access Control

CWE-921 covers sensitive data being stored in a file system
or device that does not have built-in access control [65].

Audit-DLV#48 ( C ): Third-party apps shall not access global
device logs, which can contain sensitive data such as cre-
dentials or personally identifiable information (e.g., GPS or
IMEI) [113]. This led to privacy leaks [76], since any app
holding the READ_LOGS permission could access global logs.
Mitigation: Since Android 4.1, only system apps have access
to device logs by declaring the READ_LOGS permission. Third-
party apps can now only read their own logs.

Audit-DLV#49 ( C ): System apps shall not access global
logs without user consent. Preinstalled apps from manufactur-
ers and carriers could misuse the READ_LOGS permission to
access and leak system logs without user consent [116].
Mitigation: Android 13 enhanced the log access mechanism
and restricted full-log access to privileged system apps. An-
droid also displays a one-time user consent prompt before
granting a system app access to global logs [114].

Audit-DLV#50–#51 ( C + I ): Third-party apps shall not read
or modify other apps’ files. In Android, the lack of protec-
tion on external storage (an unsandboxed partition shared by
all apps) led to unauthorized data leakage and manipulation,
since malicious apps could read from or modify another app’s
files [76]. Malicious apps could also manipulate a file just
before a victim app accessed it [72].

Mitigation: Android introduced scoped storage and per-app
sandboxed directories, which isolate each app’s storage space
and restrict arbitrary cross-app file access [153].

Design principle #10: In addition to strict control over the
data lifecycle, a mobile OS should also carefully handle other
global data, especially that stored in insufficiently protected en-
vironments, such as globally readable logs and shared external
storage.

CWE-514: Covert Channel

CWE-514 refers to a path that can be used to transfer infor-
mation in a way not intended by the system’s designers [61].
Although covert channels are typically considered app col-
lusion, the mobile OS can mitigate them by controlling or
blocking these channels. DLVs in this category (#52-#55) fall
outside the Android threat model [119]. However, top-tier
publications document their real-world security impact.

Audit-DLV#52 ( C ): Third-party apps shall not store identi-
fiers in media files. In Android, this enabled cross-app user
tracking and breached privacy protection policies, since apps
could covertly store identifiers in media files by appending
bytes to images without corrupting these files [71].
Mitigation: This vulnerability has not been mitigated, since
public media files are not restricted by scoped storage. We ver-
ified that on Android 15, any Android app can store identifiers
in an image file, and any apps with the READ_MEDIA_IMAGES
permission can read images and extract these identifiers.

Audit-DLV#53 ( C ): The vibration and volume levels shall
not be globally observable and modifiable by third-party
apps. In Android, vibration and volume settings allow apps
to stealthily transmit sensitive data [152]; for example, one
app encodes data into volume levels while another reads these
levels at the same frequency to recover the data.
Mitigation: Still viable on up-to-date Android 15 devices.

Audit-DLV#54 ( C ): Third-party apps without the INTER-
NET permission shall not send data to remote servers. Apps
could covertly send data to remote servers by launching other
apps (e.g., a browser) using Intents [172].
Mitigation: The latest version of Android is still vulnerable.

Audit-DLV#55 ( C ): Third-party apps shall not access net-
work statistics files. In Android, this created a server-to-app
covert channel, which allowed servers to encode commands
in network packet timing intervals of legitimate traffic [172].
Mitigation: Android mitigated the server-to-app covert chan-
nel by restricting apps’ access to network statistics files.

Design principle #11: Mitigating covert channels is challeng-
ing because they are often coupled to usability and interoper-
ability. Even with strict app-level sandboxing, a mobile OS
should minimize and mediate shared system states and IPC to
prevent covert channels.



4.5 CWE-311: Missing Encryption of Sensitive
Data

CWE-311 captures cases where a product does not encrypt
sensitive information before storage or transmission [57]. We
categorize 1 DLV under this root CWE.

CWE-319: Cleartext Transmission of Sensitive Informa-
tion

CWE-319 concerns a system transmitting sensitive data in
cleartext that can be sniffed by unauthorized actors [58].

Audit-DLV#56 ( C + I ): Apps may not use cleartext HTTP
for network communications. In Android, cleartext HTTP
communication posed significant security risks due to the
lack of encryption or integrity checks [134, 138], enabling
MITM attacks, session hijacking, or content injection.
Mitigation: Android enforces HTTPS connections by de-
fault [86]. An app sending an HTTP request will throw a
runtime Exception, unless developers explicitly override this.

Design principle #12: Since the network communication of
apps is implemented by their developers, a mobile OS should
enforce encrypted transmission whenever possible to prevent
unauthorized actors from sniffing network data.

Key insight #1: We identify 56 DLVs in Android from the 116
relevant publications. Empirical verification uncovers that four
of them remain unfixed as of today. Interestingly, three of them
are related to covert channels. DLVs primarily compromise
confidentiality and integrity rather than availability (3 of 56),
showing that their impact is more often stealthy and persistent
than immediately disruptive. Notably, 36 out of the 56 DLVs
are caused by improper access control. This suggests that,
from the perspective of top-tier venue publications, access
control is a major design challenge in Android.

5 Application to an Emerging Mobile OS

In the following, we apply our systematization of Android
DLVs to an emerging mobile OS to examine whether Android
DLVs also manifest in such systems. We choose OpenHar-
mony, the only completed mobile OS reimplementation to
date, with others still in development [166,175]. We introduce
OpenHarmony and its relationship with Android, describe
how we applied our auditing methodology, and discuss the
Android DLVs that translated to OpenHarmony.

5.1 Background on OpenHarmony
Driven by various geopolitical, technological, and commercial
factors, Huawei started to reimplement a custom mobile OS,
HarmonyOS, in 2019, starting as a customized Android [84].

Table 2: Terminology mapping between Android and Open-
Harmony for components mentioned in this paper.

Component Android OpenHarmony

App Development Language Java/Kotlin ArkTS
UI Component Activity Ability
Broadcast Component Broadcast Receiver Common Event
App Configuration File AndroidManifest.xml module.json5
App Process Creation Model Zygote Appspawn
App Data Sharing Mechanism Content Provider Data Ability
ICC Object Intent Want
Privileged App system app system_{basic,core}
System Logs Dumping Tool logcat hilog
Dynamic Permission Granting Runtime permissions user_grant permissions
IDE Android Studio DevEco Studio

Progressively, they replaced AOSP components with self-
developed alternatives. By 2024, HarmonyOS NEXT elim-
inated all AOSP code and Android app compatibility [82],
completing the transition from an Android customization to
an independent mobile OS. Despite being new, HarmonyOS
has already surpassed Apple’s iOS to become the second best-
selling mobile OS in China [81] and has been deployed on
over 1 billion devices [83]. Its popularity is contrasted by a
lack of security research: Li et al. [106] highlighted the limited
research on OpenHarmony, the open-source counterpart to
HarmonyOS NEXT (analogous to AOSP’s relationship with
commercial Android), with only 8 related papers published
in software engineering venues compared to over 7,000 on
Android, and none published in system security.

5.2 OpenHarmony vs. Android

Our paper’s underlying hypothesis is that OpenHarmony and
Android share similar designs, yet are different implementa-
tions. In a first step, we dissect the implementation differences
of the two OSes. Publicly, news reports and Huawei claim
that OpenHarmony is an independent OS and does not con-
tain any Android code [81,82,90]. We download the Android
Open Source Project (AOSP) from the android16-qpr2-
release branch and the OpenHarmony source code from
the OpenHarmony-5.1.0-Release branch, and we conduct
a multi-layer analysis to empirically review their relationship:

Terminology mapping. Android and OpenHarmony use dif-
ferent terms to refer to similar concepts, see Table 2.

App runtime. Android apps are packaged as APKs and exe-
cuted through the Android Runtime (ART), which runs DEX
bytecode compiled from Java/Kotlin code. In contrast, Open-
Harmony uses a different app model based on Ability com-
ponents and HAP packages, with applications commonly de-
veloped using ArkTS/JS and compiled and executed through
the Ark runtime and toolchain. This difference indicates that
OpenHarmony does not reuse Android’s app execution stack.

Shared file paths. AOSP contains 1,539,491 files and
302,998 directories, while OpenHarmony contains 1,149,148



Table 3: Code similarity between randomly selected mod-
ules outside the core framework in AOSP and OpenHarmony.
NCDs closer to 0 indicate similarity; 1 indicates distinct code.

Module AOSP Path OpenHarmony Path NCD

Hardware interfaces hardware/interfaces drivers/interface 0.9993

Storage management system/vold/ foundation/filemanagement/
storage_service/ 0.9887

Media frameworks/av/ foundation/multimedia/ 0.9994

Network daemon system/netd/ foundation/communication/
netmanager_base/ 0.9898

files and 291,002 directories. They share 0 file paths and only
5 directory paths, indicating structural differences.

The latest full codebases of both AOSP and OpenHarmony
are around 100 GB in size, and they are difficult to directly
compare due to their massive sizes. We treat their core frame-
works and the rest of the source code separately.
Source code outside the core framework. Outside the core
framework, AOSP and OpenHarmony both include substantial
native-code components, such as native system services, hard-
ware abstraction layers, system libraries, and other low-level
OS modules. These components are largely implemented in
C/C++ in both Android and OpenHarmony, making direct
text-level code comparison meaningful. We apply Normal-
ized Compression Distance (NCD) [107] to randomly se-
lected modules outside the core framework to quantify their
code similarity. To reduce compressor-window artifacts, we
compute NCDs on code files for specific modules using xz
-lzma2=dict=1536MiB (1.5GiB compressor-window). Val-
ues closer to 0 indicate similarity, while 1 means the code is
distinct. Table 3 shows that the codebases differ significantly.
Core framework code. AOSP’s core framework is largely
implemented in Java/Kotlin, whereas OpenHarmony’s core
framework is primarily implemented in C/C++. This, together
with the previous results, suggests that OpenHarmony is not
a direct Android fork, but it does not rule out OpenHarmony
reimplementing Android’s core framework on a per-function
basis. Thus, we further analyze language-agnostic features
of the two core frameworks: We extract and compare func-
tion names, variable names, and interface names, which likely
would be similar across function-by-function reimplemen-
tations. We extract these features from the Abstract Syntax
Trees (ASTs) of randomly selected modules and compute
the Jaccard similarity over exact names and cosine similar-
ity over tokenized names after removing stop words (e.g., is,
on, to, and from). As shown in Table 4, all Jaccard similari-
ties are close to zero and cosine similarities remain modest,
ranging from 0.0195 to 0.3036. These results further suggest
that the two core frameworks share minimal similarity in the
language-agnostic features.

We conclude that OpenHarmony is not a fork and not a
function-by-function reimplementation of Android. It appears
to be an independent reimplementation that follows similar

Table 4: Identifier-name similarity between randomly selected
modules in the core frameworks of AOSP and OpenHarmony.
Jaccard similarity is computed over exact names, while cosine
similarity is computed over tokenized names. Values closer
to 0 indicate limited shared naming patterns, whereas values
closer to 1 indicate stronger naming similarity.

Module Metric Functions Variables Interfaces

Jaccard 0.0042 0.0182 0.0053Bluetooth Cosine (tokenized) 0.2442 0.2579 0.0632
Jaccard 0.0008 0.0317 0.0117Telephony Cosine (tokenized) 0.2620 0.2254 0.0993
Jaccard 0.0022 0.0307 0.0196Wifi Cosine (tokenized) 0.3036 0.2722 0.1010
Jaccard 0.0003 0.0240 0.0015Location Cosine (tokenized) 0.1659 0.0892 0.0195

high-level designs, as further supported by similar compo-
nents in Table 2 and Huawei’s description [90].

5.3 Empirical Verification of DLVs
We apply our systematization from Section 4 to OpenHar-
mony, which is enabled by the implementation-independent
auditing methodology and the similar designs, via these steps:
1) Applicability. We first determine if a DLV is applicable to
OpenHarmony by finding the corresponding components and
features. If a DLV in Android arises from a feature absent in
OpenHarmony, we classify it as inapplicable.
2) Reconnaissance. Subsequently, we investigate the Open-
Harmony documentation and locate the related functionalities
and components, such as system APIs and system files.
3) Proof-of-Concept. Guided by the auditing methodology
in Section 4, we create PoC apps and attempt to reproduce
the attack described by the DLV.
Experimental setup and OpenHarmony version. For our
experiments, we used stock OpenHarmony, installed with-
out modifications or recompilation on an OHarmPi phone.
We verified all DLVs against OpenHarmony 4.1 (released in
March 2024) and OpenHarmony 5.1 (released in May 2025).
Our systematized auditing model can be applied to future
versions of OpenHarmony or other emerging mobile OSes.

5.4 Results
Out of the 56 Android DLVs, 46 are applicable to OpenHar-
mony. This emphasizes that a reimplemented OS shares many
design decisions with its parent. Our empirical verification
shows that OpenHarmony is vulnerable to 24 of the 46 DLVs.
We now describe these in more detail.

CWE-284: Improper Access Control

DLV#1. Android limited the getUidStats() API to sys-
tem apps in response to DLV#1 [140]. We identified two
APIs in OpenHarmony, statistics.getUidRxBytes() and



statistics.getUidTxBytes(), that third-party apps can
use to obtain network statistics [132], inferring when the vic-
tim app is active.
DLV#2. On OpenHarmony, apps can also expose native Open-
Harmony methods to JavaScript code that runs inside a Web-
View using the javaScriptProxy() method [97]. Critically,
OpenHarmony does not provide any sandboxing features to
restrict JavaScript code running inside a WebView.
DLV#3, #5. OpenHarmony restricts apps’ access to non-
resettable device IDs. Apps must declare the ACCESS_UDID—
a system-app only permission—before invoking the
deviceInfo.serial API to get the device serial num-
ber [67]. However, all apps can obtain the device serial num-
ber by reading /proc/bootdevice/cid. OpenHarmony sup-
ports neither one-time permissions nor permission auto-reset,
which means all permissions are persistent until users manu-
ally revoke them, leading to concerns of apps having persistent
access to sensitive information [184].
DLV#13. In OpenHarmony, DataAbility (the equivalent of
Android’s Content Providers) enables apps to share inter-
nal data with other apps. The DataAbility configuration con-
tains two optional fields, readPermission and writePer-
mission. However, while apps set these fields, any other app
invoking DataAbility without the permissions can still read or
write the data, voiding the permission control. Additionally,
OpenHarmony does not support custom permissions, making
secure data sharing between apps unreliable.
1 export default class EntryAbility extends UIAbility {
2 onCreate(want: Want , launchParam: AbilityConstant.

LaunchParam): void {
3 // Implicit Want usage
4 let wantInfo: Want = {
5 action: ’action.settings.app.info’
6 };
7 this.context.startAbility(wantInfo);
8 ...}}

Listing 1: Example of implicit Want usage in OpenHarmony.

DLV#16. OpenHarmony apps can use implicit Want objects
to start an app component without specifying abilityName,
which is the target component name, as shown in Listing 1.
This mechanism is vulnerable to hijacking attacks: A ma-
licious app can declare the action action.settings.app.
info in its configuration file and hijack the system Settings
app. Whenever an app uses an implicit Want to open the
settings app, the malicious app gets launched instead. This
applies to all system apps, as OpenHarmony provides no pro-
tection for critical system actions.
DLV#19. OpenHarmony allows apps to subscribe to system
Common Events [45], the equivalent of system broadcasts,
to receive and monitor key system information. However,
some Common Events expose data that typically needs privi-
leged API access. Table 5 shows six system Common Events
that violate the permission control model in OpenHarmony.
For example, apps can subscribe to wifi.HOTSPOT_STATE
to get Wi-Fi hotspot state changes. An OpenHarmony

system API, wifiManager.on(’hotspotStateChange’),
yields the same information but requires a permission.

DLV#22. OpenHarmony did not support certificate pinning
in version 4.1, but introduced it in version 5.1 [43]. However,
apps can only set certificate pinning each time they make an
HTTPS request. OpenHarmony does not provide configura-
tion files for configuring the network security for the entire
app, which is inconvenient for apps to follow network security
best practices.

DLV#23. On OpenHarmony, apps can access mo-
tion sensor data using the @ohos.sensor APIs, in-
cluding on.ACCELEROMETER, on.GYROSCOPE, and on.
ORIENTATION [155]. OpenHarmony does not rate-limit these
APIs. Apps can set the sampling rate to arbitrarily high
values, which introduces risks of side-channel attacks.

DLV#24. Analogous to Android, OpenHarmony displays a
privacy indicator when apps access the microphone. How-
ever, the indicator is difficult for users to notice without close
inspection, even when using the default home screen back-
ground. Additionally, the privacy indicator does not appear on
the lock screen, even when an app is actively using the micro-
phone. This design fails to mitigate the risk of acoustic side-
channel attacks. Apps (with the MICROPHONE permission) can
also access the microphone from the background and record
audio without user interaction [124]. This, combined with
the hard-to-notice privacy indicator, makes OpenHarmony
devices vulnerable to acoustic side-channel attacks [197].

DLV#25–#28. OpenHarmony apps can covertly pair Blue-
tooth devices using the @ohos.bluetooth.connection API
module [40]. Invoking connection.pairDevice() does not
require user interaction for pairing.

The @ohos.bluetooth.ble module provides an API for
apps to disconnect Bluetooth Low Energy devices [39],
but there is no API for apps to disconnect classic Blue-
tooth devices. However, we still found a technique for
apps to covertly disconnect classic Bluetooth devices.
Apps can invoke access.disableBluetooth and access.
enableBluetooth to switch Bluetooth off and on without
user consent [165]. In conjunction with the covert connection
vulnerability, we launched a Bluetooth spoofing attack on the
OpenHarmony device. Android is not vulnerable to this, as it
deprecated the counterpart APIs in Android 13 [164].
@ohos.bluetooth.connection provides the setBlue-

toothScanMode API, which allows apps to change the de-
vice’s Bluetooth scan mode [40]. We find that third-party
apps can invoke this API without requiring user consent. An
app can stealthily change the scan mode to connectable and
discoverable, such that nearby devices can obtain the target
device’s Bluetooth MAC address for tracking or connecting
to the device. Alternatively, an app can constantly set the
scan mode to SCAN_MODE_NONE, namely non-discoverable by
any device, to perform a DoS attack on the Bluetooth compo-



Table 5: Common Events in OpenHarmony that can be exploited by third-party apps to obtain sensitive information without any
permission, violating the permission control model.

OpenHarmony Common Event Obtained Sensitive Information Normal System API API Permission

wifi.CONN_STATE Wi-Fi connection state changes wifiManager.on(’wifiStateChange’) GET_WIFI_INFO
wifi.HOTSPOT_STATE Wi-Fi hotspot state changes wifiManager.on(’hotspotStateChange’) GET_WIFI_INFO

PACKAGE_ADDED
If a new app is installed, including sensitive
information such as app’s uid and accessTokenId

bundleManager.getBundleInfoForSelf
can only get self uid N/A

NETWORK_STATE_CHANGED Detailed information of current network radio.getNetworkState GET_NETWORK_INFO
CELLULAR_DATA_STATE_CHANGED Cellular data status radio.getNetworkState GET_NETWORK_INFO
CONNECTIVITY_CHANGE Network connection state changes wifiManager.on(’wifiStateChange’) GET_WIFI_INFO

nent by continuously preventing the host device from being
discoverable to other devices.

We also found that the Bluetooth component accepts pair-
ing and connection requests from external devices. Specifi-
cally, when we set the capability of the external Bluetooth de-
vice to NoInputNoOutput, it pairs and connects to the Open-
Harmony device, and no user consent is required. Afterwards,
our device successfully redirects and intercepts the audio of
the OpenHarmony device without user consent.

DLV#29–#31, DLV#33. On OpenHarmony, accessing the
router’s MAC address via wifiManager.getLinkedInfo re-
quires the GET_WIFI_INFO permission [151], and obtaining
the device’s MAC address is restricted to system apps [112].
However, third-party apps on OpenHarmony can obtain MAC
addresses in different ways without any permissions: Apps
can read /proc/net/arp to get the router MAC address
and /sys/class/net/wlan0/address to get the MAC ad-
dress of the device, both of which violate the permission
control model in OpenHarmony. Similar to Android, Open-
Harmony restricts the visibility of /proc/<pid> entries, en-
suring that an app can only access its own PID directory.
However, we verified that apps can read /proc/net/tcp
and /proc/net/netstat to obtain the TCP packet counters,
which may result in TCP injection and hijacking attacks [145].
In addition, OpenHarmony apps can access /sys/class/
power_supply/, introducing the risk of inferring a user’s lo-
cation through power consumption analysis [123]. To access
these system files, we created a native C++ NAPI module and
registered a function that ArkTS can invoke in a third-party
OpenHarmony app. The function uses popen() to execute
shell commands to read a file.

DLV#34. To identify potential unprotected components that
allow apps to trigger system crashes or device reboots, we
exercise relevant system files and APIs in OpenHarmony. We
find that apps can read files in the DebugFS partition. We used
NAPI to execute shell commands and access files in /sys/
kernel/debug. An app with “normal” privilege declaring no
permissions can still read /sys/kernel/debug/usb/musb-
hdrc.2.auto/regdump, which panics the kernel and thus
forces a reboot.

CWE-221: Information Loss or Omission

DLV#42. OpenHarmony also permits all system apps
to launch UI Abilities from the background using the
START_ABILITIES_FROM_BACKGROUND permission [160].
Third-party apps can also gain this permission via the Ac-
cess Control List, which enables requests for high-privilege
access [6]. This poses a potential UI hijacking risk.

CWE-1038: Insecure Automated Optimizations

DLV#45. OpenHarmony adopts appspawn, an app process
creation model similar to Zygote. All but some critical pro-
cesses (e.g., media_service) on OpenHarmony spawn from
the same parent and share the same memory layout, weaken-
ing Address Space Layout Randomization (ASLR) [100,205].

CWE-664: Improper Control of a Resource Through its
Lifetime

DLV#49. OpenHarmony restricts third-party apps to access-
ing only their own logs. However, system apps (both sys-
tem_basic and system_core apps) can access the global logs
using the @ohos.logLibrary APIs [115]. A system app can
invoke the logLibrary.list API to list all global log files in
/data/log/hilog and the logLibrary.copy API to copy
them to its own sandboxed directories. This poses privacy
risks, as system apps can silently collect and transmit log
data [116].

DLV#54. OpenHarmony apps without the INTERNET permis-
sion can covertly send data to remote servers by launching a
browser with the INTERNET permission using a Want, creating
an app-to-server covert channel [172].

CWE-311: Missing Encryption of Sensitive Data

DLV#56. OpenHarmony allows cleartext HTTP communica-
tions by default. Apps do not need any special permissions
or declarations to send HTTP requests using @ohos.net.
http [87]. This leads to various security risks, such as MITM
attacks, due to the lack of encryption or integrity checks of
the cleartext network traffic [134, 138].



Key insight #2: By analyzing the 46 applicable DLVs, we
find that OpenHarmony is vulnerable to 24 of them. Studying
historical Android DLVs is valuable since they can translate
to emerging mobile OSes such as OpenHarmony, even if they
are independently reimplemented—echoing the adage, “Those
who don’t learn from history are doomed to repeat it.”

5.5 Result Analysis and Discussion
Overall, our analysis discovered 24 DLVs in OpenHarmony.
More precisely, of the 46 applicable DLVs, OpenHarmony
remains fully vulnerable to 17 and partially vulnerable to 7,
as shown in Table 1. These vulnerabilities have serious se-
curity implications: they leak sensitive system information,
enable side-channel attacks to crack credentials, allow ma-
licious Bluetooth manipulation, bypass permission controls,
and can DoS the entire system. These findings suggest that
OpenHarmony fails to incorporate many well-documented
Android security lessons. This is particularly concerning be-
cause these DLVs are publicly known, reducing the work for
attackers to exploit them. Interestingly, OpenHarmony is not
vulnerable to two DLVs where Android is vulnerable, both
related to covert channels. For instance, OpenHarmony is not
vulnerable to the volume-setting covert channels because it
restricts third-party apps from setting volume levels.

Android mitigation time analysis. For all 46 applicable
DLVs, we investigate their Android Mitigation Time (AMT)—
that is, when Android mitigated the DLV—and document our
best estimates in Table 1. Blank entries indicate that we could
not find an estimated AMT. For this analysis, we focus on the
22 DLVs where OpenHarmony is vulnerable but Android is
not. For 19 of them, we managed to identify the estimated
AMT and plot the versions in Figure 1: Only one has an AMT
earlier than Android 9, and only four have an AMT earlier
than Android 10. This is no coincidence: Android 10 was
released in September 2019 [16], while Huawei first launched
HarmonyOS, the commercial version of OpenHarmony, in Au-
gust 2019 [84]. Our analysis results imply that vulnerabilities
discovered and mitigated in Android after the reimplementa-
tion are more likely to be overlooked by OpenHarmony. We
speculate that Huawei reduced effort spent on their Android
fork while working on the reimplementation.

HarmonyOS NEXT. We also validated the 24 DLVs affect-
ing OpenHarmony on a commercial HarmonyOS NEXT de-
vice, and we confirmed that 20 of them work. HarmonyOS’s
filesystem hardening prevented DLV#31 and #33, and debug-
ging restrictions (Huawei controls certain debugging access
through vetting processes) have thus far prevented us from
evaluating DLV#30 and #34.

Other emerging mobile OSes. Other mobile OS reimplemen-
tations exist, albeit at varying levels of completion. In 2023,
Xiaomi announced its self-developed HyperOS [175]. Al-
though HyperOS is still compatible with Android, Xiaomi has
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Figure 1: Stacked distribution of Android DLVs that are ap-
plicable to OpenHarmony, grouped by the Android version
in which each DLV was fixed. The total bar height equals the
number of applicable DLVs, partitioned into DLVs fixed in
OpenHarmony (bottom) and those still vulnerable in Open-
Harmony (top). The vertical dashed line is the estimated
time when the OpenHarmony reimplementation started. The
vast majority of DLVs that we found to affect OpenHarmony
were fixed in Android after the start of the reimplementation
project.

continuously added its proprietary components to it. Vivo also
announced BlueOS, a self-developed OS written in Rust [166].
Although BlueOS has not yet been deployed on commercial
mobile phones, both it and HyperOS indicate that Android
vendors are accelerating the move toward mobile OS reimple-
mentation. In this work, we apply our systematized auditing
model to OpenHarmony, as it represents the first completed
reimplementation of a mobile OS that we can systematically
analyze. As these trends continue, the findings of this pa-
per will become increasingly critical to the security of these
emerging mobile OSes.

Limitations. Applying our auditing model to OpenHarmony
required substantial manual effort. Although the model pro-
vides reusable auditing guidance, each test still required us
to manually map Android concepts to OpenHarmony compo-
nents, identify corresponding APIs or system resources, and
implement OpenHarmony PoCs.

6 Related Work

Our paper investigates the next phenomenon after fragmenta-
tion, and uses existing literature to identify DLVs.

Android fragmentation security research. Researchers pre-
viously studied security issues caused by Android fragmenta-
tion, including analysis of driver customization in fragmented
systems [199], bootloader vulnerabilities and security vio-
lations of Android OEM customizations [85, 137], and vul-
nerabilities in residual APIs of vendor-customized Android



ROMs [103]. While these works focused on customized An-
droid OSes, our work examines whether vulnerabilities in
the design translate to emerging mobile OSes using a similar
design.

Literature-based security analysis. A prior study system-
atized research on Android security and privacy, compared
the appification of software systems with traditional OSes
and software ecosystems, and provided insights for future
research [5]. Other work systematically characterized An-
droid malware to investigate its evolution and detection tech-
niques [200]. Our paper systematizes DLVs and evaluates
whether they affect emerging mobile OSes with a similar de-
sign to Android. Prior work has proposed to study literature to
uncover security vulnerabilities [204], augment cyber threat
intelligence [146], and analyze malware [203]. Our paper
adopts similar approaches for a systematic identification of
security issues, which can be referred to by future mobile OS
developers to avoid introducing DLVs.

7 Conclusion

In the context of the Android ecosystem’s shift toward reim-
plementation, this work systematically studied historical An-
droid Design-Level Vulnerabilities, which were then applied
to OpenHarmony to examine its security. Through systematic
analysis of 450 Android security publications, we identified
56 DLVs and tested each on both Android and OpenHarmony
using PoC apps. Our findings reveal 24 unmitigated DLVs in
OpenHarmony, demonstrating that reimplementation alone
does not guarantee security improvement. Interestingly, 15
of the 19 DLVs with known mitigation dates were fixed in
Android after OpenHarmony’s reimplementation began, high-
lighting a critical gap in how reimplementers track evolving
security knowledge. To address this systemic problem, we
provide a comprehensive security checklist derived from our
experience, offering concrete guidance for future mobile OS
developers to avoid repeating these design flaws.
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Ethical Considerations

Stakeholder analysis and impact. We consider all possible
stakeholders that may be impacted by our research.

OpenHarmony (project maintainers): Our findings may
require design-level changes, security hardening, and coordi-
nated patching across releases and downstream forks. Pub-
licizing systemic weaknesses can increase attack pressure
before fixes are widely deployed. So we promptly and re-
sponsibly disclosed all 24 identified DLVs to OpenHarmony,
and we are actively collaborating with OpenHarmony to fix
these vulnerabilities. We follow a standard timeline of 90 days
before public disclosure.

Developers in the OpenHarmony ecosystem (such as app
developers): Security recommendations can impose engineer-
ing and audit costs. However, our research will help improve
the security of the OpenHarmony ecosystem. It will protect a
large number of OpenHarmony apps from attacks that exploit
these vulnerabilities, thereby safeguarding the interests of app
developers.

OpenHarmony users: If the DLVs are disclosed without
timely mitigation, users may face risks of being attacked—
especially on devices that are slow to update. That said, our
research will help improve the security of OpenHarmony and
protect its users from attacks that exploit these vulnerabilities,
and will reduce security risks, such as privacy leakage.

Attackers: Attackers could adapt our analysis into exploita-
tion strategies. As our paper essentially builds on already
publicly available information, the risk already exists. We
have systematically studied all design-level vulnerabilities in
Android and systematically applied them to OpenHarmony,
responsibly disclosing any findings, thereby preventing at-
tackers from exploiting them in the future.

Other considerations: This work does not involve any hu-
man subjects. Our research does not involve any experiments
that could harm individuals, including the research team, di-
rectly.

Mitigations. To minimize the potential harms mentioned
above, we promptly and responsibly disclosed all 24 identi-
fied design-level vulnerabilities to OpenHarmony, who has
confirmed receipt of all our reports and acknowledged six
vulnerabilities, while the others are still under review. So
far, we have received bug bounties of 25,000 CNY. We are
actively collaborating with OpenHarmony to fix these vulner-
abilities. We plan to publicly release the artifacts only after
OpenHarmony publishes the fixes, committing to allowing
them at least 90 days (the standard timeline for bug disclo-
sure). However, even without exploit code, publishing the



paper may help attackers prioritize targets or recognize DLVs
across OpenHarmony. Thus, we completed the responsible
disclosure of all 24 DLVs to OpenHarmony in June 2025,
well over 90 days before submission of the paper.

After careful consideration of all the above factors, we de-
cided to publish this work. We believe that publishing this
paper provides greater value to the community, showing that
emerging OSes can indeed suffer from publicly known DLVs
in Android, and our research will help OpenHarmony to se-
cure its platform and users.

Open Science

In this work, we create PoCs to verify the 56 identified DLVs
in Android, and we create PoCs to verify the 46 DLVs that
are applicable to OpenHarmony. All artifacts can be accessed
at https://doi.org/10.5281/zenodo.20655878.
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A Appendix

We summarize all 116 publications analyzed in Table 6.

Table 6: Overview of all analyzed publications across venues.

Year Venue Publications Count

2022-2024

S&P [23], [189]

32
USENIX [178], [18], [71], [117], [142], [110], [186],

[116], [171], [108], [105]
CCS [104], [194], [141], [72], [183], [130], [182]
NDSS [196], [4], [99], [170], [195], [121]
BlackHat [27], [26], [28], [25], [29], [30]

2019-2021

S&P [137]

22
USENIX [89], [95], [42], [1], [134], [75], [138],

[148], [181], [163]
CCS [174], [68], [74]
NDSS [177], [140]
BlackHat [33], [32], [31], [34], [36], [35]

2016-2018

S&P [5], [128], [69], [78]

22
USENIX [162], [111], [3]

CCS [139], [197], [17], [157], [188], [168], [109],
[102]

NDSS [101], [185], [192], [156], [147], [158]
BlackHat [37]

2013-2015

S&P [38], [176], [100], [199]

29
USENIX [79], [149], [44], [122], [123]

CCS [172], [187], [88], [2], [167], [190], [73],
[184], [173], [198], [169], [94]

NDSS [161], [129], [191], [159], [19], [136], [201]
BlackHat [24]

2010-2012
S&P [200], [93]

11USENIX [76]
CCS [180], [77], [118], [145]
NDSS [41], [80], [202], [150]

Total #publications analyzed 116
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